for
Disposition of Unclassified
Computer Hard Drives
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computer equipment and property prior to
turn-in to the DRMO for any “Secret”,

“Classified”, “Confidential”, “Tempest” or

“Hazardous” indicator!


http://www.drms.dla.mil/



http://www.drms.dla.mil/

https://www.drms.dla.mil/ETID.html

Forward Support Team (FST), Operation Monitors POCs:

CONUS FSTs - http://www.drms.dla.mil/html/drmo sites.html

OCONUS FESTs - https://www.drms.dla.mil/drmsiw/Site Info/site info.html
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DOFORM 134814, JUL 31 (EG) IS5UE RELE ASE/RE CEIPT DOCUMENT
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- & MNAME:
angEs UNIT NAME:
FSES #:
A>65a SIGNATU RE-

PREWIDUS EDITION MAY BE USED

7, ADEITIOHEL DATA

-
-

HARD DRIVE(S) HAVE BEEN REMOWVED (a3 appropriate)
CPU(S) CONTAINS MO CLASSIFIED, PONFIDENTIAL OR HAZA RDOUS MATERIALS (optional]

:T]la equipment described by this docoment meets the disposition uirements in accordance wih the DoD Menorandum
Disposition of Unclhssified Computer Hard Dirives™, dated June 4. 2001 (required on or with the 1348-1A)

PerFORM (DLA)
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Block: 1. TOTAL PRICE - Total Price

2. SHIP FROM - Your unit name address

17. NOMENCLATURE - i.e., CPU, printer, monitor

24. DOCUMENT NUMBER & SUFFIX - Your DoDAAC, Julian Date
& Document Serial Number

25. NATIONAL STOCK NO. & ADD - NSN or FSC: 7021-00 CPU,
7025-00 Monitor, 7025-00 Printer

26. RIC — Your DoDAAC, Julian Date & Serial Number

27. ADDITIONAL DATA - POC information. You may add optional
statements/certifications
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v The DTID must be properly
filled-out.

v POC information should be
included, (i.e. print name,
signature, phone number and
address.
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-t SIGHATURE:
: HARD DRVE(S) HAVE BEEN REMavED  (optional)
- "
7 CPU(S) CONTAINS NO CLASSIFIED, FONFIDENTIAL OR HAZARDOUS MATERIALS (optional)
]
E "The equipment described by this docement meets the disposition mquirements in accordance wih the DoD Memorandom
e * Dispositica of Unchesified Computer Hard Drives™, daied June 4.2001."  (pequired on or with the 1348-1A)
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CPUs
Without Hard Drives


http://www.drms.dla.mil/

“The equipment described by this
document meets the disposition
requirements in accordance with
the DoD Memorandum,
‘Disposition of Unclassified

A Computer Hard Drives,” dated

The DTID should also include: Optional statements in block 27:

June 4. 2001.”
Print name, rank/grade and

W
,#:ﬁ X
525
signature of individual certifying Il

the above information = Statement or letter stating CPU contain
no classified, confidential or hazardous
material.
* The DRMS-I1 4160.14, Volume 11 will reflect this statement by the end of June,
2004. Currently ETID does not allow insertion of this statement on the DTID

= Hard Drives(s) has been removed.


http://www.drms.dla.mil/

Remove memory sticks from other forms of computer equipment, i.e., handheld

computers (e.g. palm pilots, organizers, etc.)
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Secure Data Cards CD-ROM Media

Smart Card Media

Micro-drives
Multi-media Cards
Memory Sticks
PCMCI Cards
Back-up Tapes Zip Media

Floppy Diskettes

11
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CERTIFICATION OF HARD DRIVE DISPOSITION

This certifies this hard drive: E:r:;::-:;dh?::l:.:::;:;. slorage

SorislNo,  [BacodeNo |

Make and Model

Was overwntten/Degaussed /Destroyed in accordance with DoD Memo
dated June 4, 2001, Disposition of Unclassified DoD Computer Hard Drives,
On (date)

Software or Degausser Used
(Mfyg, product version, date)

OR

(e.g., approved metal destruction facility)

Mathod of Destruction
PhoneNo.  JdotoNe.
Printed Name Rank/Grade



http://www.drms.dla.mil/

CPUs
With Hard Drives

13
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Ensure hard drives from other forms of computer equipment, i.e., notebooks,
desktops, laptops, and docking stations are degaussed or over-written.

Internal Devices i.e., graphic, sound, networks or controller cards, may stay in the
CPU.
14
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Secure Data Cards CD-ROM Media

Smart Card Media Multi-media Cards
Memory Sticks _ _
Micro-drives PCMCI Cards
Back-up Tapes Zip Media

Floppy Diskettes

15
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“The equipment described by this
document meets the disposition
requirements in accordance with
the DoD Memorandum,
‘Disposition of Unclassified
Computer Hard Drives,” dated
June 4, 2001.”

The DTID should also include:

Print name, rank/grade and
signature of individual certifying
the above information

* The DRMS-1 4160.14, Volume 11 will reflect this statement by the end of June,

2004. Currently ETID does not allow insertion of this statement on the ETID.
16
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CERTIFICATION OF HARD DRIVE DISPOSITION

This certifies this hard drive: [L_J| S"®ck ! haed diive or similar data storage
components have been removed

Sarial Mo, I Barcods No.
Make and Model

Was overwritten/Degaussed Destroyed in accordance with Dol Memo
dated June 4, 2001, Disposition of Unclassified DoD Computer Hard Drives,
On (date)

Add serial number from

the CPU chassis if the Software or Degausser Used
hard drive remains in (Mfg, product version, date)
the machine. oR fe.g.. approved metal destruction facility)

Method of Destruction

Generator Name
e ——

| Phone No, LoTio No.
Printod Mame I Rank/ Grade
| Slgoature Date

DLIS FORM 1867, OCT 2002

pdf form: http://www.drms.dla.mil/turn-in/dlis1867.pdf . After clicking on pdf link, you may need to
escape from Presentation and click on link in taskbar. To return to the presentation, click the back arrow.

“ DLA developed an optional label, based on ASD

: . Memo, Attachment 4, dated 04 June 2001, that
Avery Label 5164 or 'PRES-a-ply' Label  also contains a block to check if turning in chassis’
30604. There are 6 labels, at 3.5" x 4" per w/hard drive(s) removed. It can be printed on

sheet. sticky labels, i.e., Avery 5164 or Pres-a-ply 30604.
17
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DEFENSE - WIDE INFORMATION ASSURANCE PROGRAM
Information Center

DoD Policy Memoranda

http://www.defenselink.mil/nii/org/sio/ia/diap/documents/HD Attachment23.doc

18


http://www.defenselink.mil/nii/org/sio/ia/diap/documents/HD_Attachment23.doc
http://www.defenselink.mil/nii/org/sio/ia/diap/documents/HD_Attachment23.doc
http://www.drms.dla.mil/

to meet the minimum standards called out in this policy link on previous slide.
Note: This listing is not all-inclusive and there may be other products that
meet the required specifications in addition to the products listed below.

The program names are hyperlinked — so just click on the name and you will be
automatically launched to their home page to download the programs.

No Trace

DataEraser
UniShred Pro

CleanDrive

Sanitizer

19


http://www.comtechnologies.com/
http://www.ontrack.com/
http://ftp.lat.com/usp_main.html
http://www.accessdata.com/
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Hard Drive Turn-In

20
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A filled-out DLIS Form 1867
or equivalent is required on
all hard drives.

= The hard drive
serial number(s)

alt

i
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CERTIFICATION OF HARD DF

ot ol
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CERTIFICATION OF HARD DRIVE DISPOSITION

This certthies this hard drive: | Eh“::.::dh:ﬂ:':.::‘:‘wd:::. stosage

Sonal No. I Barcode No.
Make and Model

Was overwritten/Degaussed/Destroyed in accordance with DoD Memao
dated Juna 4, 2001, Disposition of Unclassified Dol Computer Hard Drives,

On (date)

Software or Degausser Used
Mg, producr version, dara)

OR fe.g.. approved metal destruction facifity)

Method of Destruction

Generator Name
e ——————

| Bhone No, JoTI0 No

Printed Mame I Rank/ Grode
| Sigoaturs Date

DLIS FORM 1867, OCT 2002

pdf form: http://www.drms.dla.mil/turn-in/dlis1867.pdf . After clicking on pdf link, you may need to
escape from Presentation and click on link in taskbar. To return to the presentation, click the back arrow.

DLA developed an optional label, based on ASD
Memo, Attachment 4, dated 04 June 2001, that
Avery Label 5164 or 'PRES-a-ply' Label  also contains a block to check if turning in chassis’

30604. There are 6 labels, at 3.5" x 4" per w/hard drive(s) removed. It can be printed on

sheet. sticky labels, i.e., Avery 5164 or Pres-a-ply 30604.
22
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v Unused Hard Drives (not in original packaging). The
ETID/DTID must contain a signed certification such as
“Hard Drive(s) has/have not been used.”

23
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Devices

24
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“The residue, identified by this document,
is derived from the processing of computer
hard drives based on the requirements of the
Assistant Secretary of Defense letter dated
June 4, 2001, subject, ‘Disposition of

Unclassified DoD Computer Hard Drives.

Complete standard fields:
v Box 2 - SHIPPED FROM BLOCK
v Field 24 - DOCUMENT NUMBER
v Field 26 - POC Information

Not required:
Qty, Price, NSN Annotation
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DD FORM 134814, JUL 91 (EG) ISSUE RELEASE/RECEIPTDOCUMENT
MEATION

13. IHT OLEE

FREWIOUS EDITION kAAY BE USED

PerFORM (DLA)
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v
v
v
v
v
v

Speakers

Modems

Mouse/Mice

Plotters (toner cartridges must be removed)

External Devices

All others that do not fall under the category of classified, secret,
tempest or hazardous waste.

26
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v No serial numbers required (unless required by your
SA/Supply)

(‘\ A Each NSN, FSG/FSC, type property require
L S it’s own DTID (DD Form 1348-1A or
2 Q  1348-2)
~~

27
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http://www.dlis.dla.mil/fedlog/

Use H-2 Federal Supply Classifications

28
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I[tems/Equipment
(TTIE)

29
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Definition - TEMPEST is a term used to denote measures for preventing compromising
emanations (electronic/ electromagnetic) from electrically operated devices. More simply
put, TTIE has been manufactured with additional devices built in to prevent monitoring.

Identifying TTIE:

If the TEMPEST application is to an item which is specifically designed for military
use, complete destruction to preclude restoration as an item for its original function
(this includes both entire end items and individual components, as applicable).

If the TEMPEST application is to a commercially available item, e.g., IBM-XMT or AT
personal computer, the generating activity will sanitize the equipment of all classified/sensitive
data and software prior to turn-in to the DRMO. The turn-in document will be annotated that it
has TEMPEST application and has been sanitized prior to turn-in. These items will then be
considered Strategic List Items and incorporate all appropriate controls. 30
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Review of data plate on rear of property reveals the word “TEMPEST”.

Manufacturer model number puts the letter “T within the number, e.g.,
CPT Corp., Model 8000T.



http://www.drms.dla.mil/

Web Links

32


http://www.drms.dla.mil/

http://www.drms.dla.mil

http://www.dlis.dla.mil/h2/
Very good site if you need to look up FSC/LSN (4 first numbers from a NSN)

Publications

F S [
‘D l A P DEFEMNSE - WIDE INFORMATION ASSURANCE PROGRAM This link contains the publications &

Information Center regulation books usually in .pdf format

DoD Policy Memoranda http://www.drms.dla.mil/publications/index.html
http://www.defenselink.mil/nii/org/sio/ia/diap/documents/HD Attachment23.doc hfﬁﬂ-;g?g:rf
Rdobe
Safe Alert Latent Defect (SALD) Guidance Search DEfEIlSEM N K

U.5. DEPARTMENT OF DEFENSE

http://www.defenselink.mil/

http://www.drms.dla.mil/servlet/SaldForm

To see if your Safes, Compasses and other HAZ suspected items are acceptable for DRMO

33
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